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Re: Docket No. 06-36
2008 CPNI Certification for Unite Private Networks - Illinois, LLC

Dear Ms. Dortch:

Attached is the 2008 CPNI Certification submitted by Unite Private Networks - Illinois,
LLC, consisting of four pages.

Should you have any questions, please don't hesitate to contact me at the above address.

Sincerely,

MARTIN, PRINGLE, OLIVER,
WALLACE & BAUER, L.L.P.

Rachel Lipman Reiber

RLR/dwil
Ene.
cc: Best Copy and Printing, Inc. via FCC(a")BCPIWEB.COM
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Annual 41 C.F.R. § 64.2009(e) CPN! Certification
Ell. Docket 06~36

Annual 64.2009(e) CPl\TJ: Certification for ZOOS
Date Filed: January 28, 2009
Unite Priva.te Networks - minois, LLC
Fort\') 499 Filer ID: 14817035
Name ofSignatory: Kevin M. Anderson
Title ofSignatory: ChiefExecutive Ofl1cer

1, Kevin M. Anderson,certify that I am ChiefExecutive Officer ofUnite Private
Networks lllitwis, LLC ("1.J!'N-minois"), and acting as an agent ofUPN·TIJinois, that I have
personal knowledge that UPN-IJlil1ois has established operatirtg procedures that are adequate to
ensure compliance with the Commission's CPNJ. rules, See 47 C.P.R. § 64.2001 et seq,

Attached to this certification are two documents, Exhibit A is a Statement in Support of
Certification detailing UPN·Illinois' procedures ensure that it is in compliance with the
requirements set forth in section 64.2001 et seq.. of the Commission's rules.

UPN-Illinois understands that companies must report on any infonnationthat theyl1ave
with respect to the processes pretexters are.usirrg to attelnpt to aceess CPNI, and has detailed the
preventive meaS\lres it has taken in Exhibit B.

The company has not received any customer complaints ill the past year concel1lihgthe
unauthorized release of CPNI, nor has UPN-TI)inois taken any actiollS (proceedings instituted or
petitions file(l by a COmpally aleitherstate commissions, the court system, or at the Commission
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ChiefExecutive OffIcer



ExlllbitA
Statement in SUllPOl't otCertification

l. During 2008, Unite Private Networks -lIIinois, LLC ("UPN"lIlinois") did not use or
disclose CPNI for any sales or marketing related purposes or activities.

2. UPN-Illinois does not use CPNX for any purpose for which customer approval is required.

3. UPN-Illinois has nonetheless established a supervisory review process regarding
approval of CPNI use for sales and marketing purposes, should such use be
contemplated, which includes the establishment, prior to such use of, inter alia, a CPNI
customer approval and notification process.

4. Attached as Exm1)it 13 is UPN·lllinois' Directive Regarding Use ofCustomer Proprietary .
NetworkJtlfol1natton ("tb.e Dh:ective") to all employeeS with acC¢ss to ePNI. The
Direct:ivecleal'lystates thi'tt iOs UPN-Illinois' policy not to use CPNI for sales or
marketing-related acti.vities. The Directive addresses the Commission's requirements
regarding customer approval for marketiug uses of CPNl and prohibits any rnarketing­
related use or disclosures of CPNI. The Directive also puts employees on notice of
disciplinary action for inappropriate uses of CPNI, which may include tenninatiol1 of
employment.

5. tJPN~lJlinois has not used CPNl for any sales or marketing campaigns in 2008.

6. tJPN-IIlinois has not disclosed or permitted access to CPNI to third parties for sales or
marketing-related purposes.

7. UPN-Illinois does not provide c,k~tomers with telephone 01' online access to CPNI at this
time,but has established a procedure for implementing authentication procedures should
such access he contemplated.

8. UPN-Illinois has not taken al1yactions against data brokers in the past year.

9. UPN-IUinois did not receive any custorner complaints in 2008 concerning the
unauthorized use, release or disclosure of CPNI.

10. Unless otherwise noted, all statements hefein cover operations during 2008.
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EXHIBITB

DIREcnVE REGARDING
USE OF CUSTOMERPROPlUETARY NETWORK INFORlvIATION

The Federal Communications Coltl1l1ission ("FCC") regulates the use ofcustomer
proprietary network information ("CPN!") by telecommunications carriers and interconnected
VoIP providers. CPNI is broadly defined as information collected about a customer telephone
call, including, but not limited to, call duration, date, destination, aud network details­
information that is COnllJ10n!y included in call detail records ("CDRs") and telephone bills for
voice calls,

Pursuant to FCC regulations, in general, CPN1 may only be used by a
telecommunications carrier or VolP provider for marketing-related puiposes with prior customer
approval. While tIle regtl!lltions provide for a number of different ways to obtain custOlner
approva4 the type ofapproval r<equired (for example an opt-in VerS\lS and opt'-Otlt approach)
dep<ends on the particular marketing \1Se of the ePN!. In additi.ol1, the FCC requir<es that
providers take c'lrt:a!n steps to protect against attempts to gain unauthorized access to CPNl, such
as through auth,mticatioll procedures used to access to online systems or through telephone
access,

Dnit<ePrivate N<etworks - Illinois LLC (the "Company") is committed to theprotcctipn of
custOmer confidential information, It is the Company's policy that CrNI shall be protect<ed from
unartthorized use and disc!osllr<e, It is the cUlTent policy of th<e Company that CPNI is not used
and shall not be disclos<ed in connection with any sales and marketing-related activities, In the
event that an employee with access to CPNl contemplates any CPNl use in a sales or marketing
activity, the employee must obtain prior express written approval from the Company's CPNI
Supervisory Review Officer prior to making Suclluse of the CPN!. In addition, employees may
mak<e use ofsuch CPN1 ol)ly in accordance willI an approved plan I"Qr CPNI use and custom¢r
approval ("Approved Plan'~, and may make no marketing use ofCPNI until sl1ch Approved Plan
has been implemented, The CPNI Supervisory Review Officer shall supervisG theuse ofCrNI
and ensure that such use complie.s with th<e Approved Plan and FCC regulations,

Undet FCC rules, Interconnected VolP proViders may use CPNI to market those services
fOJ;merly known as adjunct-to-basic services without customer approval. (These include .-peed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking,call
retum, repeat dialing, call tracldng, call wuiting, caller LD" call forwarding, and certain C<entrex
features), It is nonetheless the Company's policy that CPl\1j will not be used to marketthese
services without the approval ofthe CPNl SUpervisory Review Officer and in accordance With
an Approved Plan,

FCC ruks permit customer access to CPNl via online systems or via telephone access if
certain customer authentication procedures and syst<ems are put in place, At this time, the
Company does not off<er its customers online access or access via t<el<ephone to CPNl, and online
or telepl)one disclosure by employees to custom&s oferNl is not permirt<ed, Ifonline or
telephone access to CPNl is requested by a Company cu,~tomer, such access may not be provided



until express wtitten approval of the CPNI SuperVisoryOfficer has been 'obtained,and
appropriate authentication procedures have !irst been putin place.

Notwithstanding the foregoing, CPNI may be used without prior customer approval under
the folJowingcircumstances; the provision of inside wiling installation, maintenance, repair
s(:).rvices, or to protect the Company, users and other carners from fraudulent, abusive, or
unlawful use of, or subscription to, the telecolnJ1lUnications serVices.

Failure to cOmply with this directive will resul!in disciplinary action, which may include
actions up to and incilldingtermination ofemPIoymen~t./ tt.-I

. V/,,/!:__. __/{.v~
. evin M. Anderson
Chief Executive Officer


